IITM Zimbra Outlook Configuration — ZCO
(With 2FA)

FOR MORE CLARIFICATION, CONTACT TO “SANAND®@IITM.AC.IN”



Two factor authentication process for Zimbra outlook connector

This is a short not to understand the two-factor authentication on the Zimbra Outlook connection
(ZCO).

This ZCO option works with the Zimbra specialized tool to configure or access the Zimbra email
account through the Outlook desktop application. Once we install the ZCO on desktop, we can
configure our email account with a normal web console URL and password. This same process,
like web access, will work if we enable the two-factor authentication for the account.

Example: Once we configure your Zimbra account by using the Zimbra connector with the
following steps. The pop will appear for authentication code verification, like a web console. Once
we verify with authentication, we continue our work.

Note:
The authentication code verification is required whenever Outlook is reopened to provide
additional security for the account.

To avoid entering the authentication code on every login, select the “Remember this device”
option. Once enabled, the device is treated as a trusted device and future logins will not require
repeated verification.



This is the guide to configuring your Zimbra account in Outlook client configuration. This method also
synchronizes your calendar, contacts, tasks, and notes folders.

Please make sure following are requirements are matches your condition.
ZCO (Zimbra Connector for Outlook) is supported on the following Microsoft Operating Systems:

e \Windows 10
e \Windows 11

ZCO is supported on the following versions of Microsoft Outlook:

* Outlook 202 1: 32-bit and 64-bit editions of Microsoft Office, including Click to run.

* Outlook 2019: 32-bit and 64-bit editions of Microsoft Office, including Click to run.

* Outlook 2016: 32-bit and 64-bit editions of Microsoft Office, including Office365 and Click to
run versions. and Click to run versions.

* Outlook 2013: 32-bit and 64-bit editions of Microsoft Office (This method is working, but we
recommend upgrading your Outlook version to the latest version.)



Step-1:
* First need to Download & Install the ZCO connector exe application on your
computer. Using the following URL to download.
* URL: https://www.zimbra.com/product/addons/zimbra-connector-for-outlook-
download/
* Kindly download ZCO connector package based on your windows bit version |
32-Bit or 64-Bit. Please follow the arrow symbol.

&) zimbrar

Y NACOR TRoDl oy Home Product v Explore v Connect v Support Portal Q Find Yo

Zimbra Collaboration.

PLATFORM DOWNLOAD

Zimbra Connector Outlook (9.0.0.1941) — Windows 64-bit “ (9.0.0) (MD5) (SHA256)

Zimbra Connector Outlook (9.0.0.1941) - Windows 32-bit “ (9.0.0) (MD5) (SHA256)



https://www.zimbra.com/product/addons/zimbra-connector-for-outlook-download/

Step-2:
« Once your download the zimbra connector package, double click and install
the package as per following steps.

Next - accept the terms (and Click Next) 2 Next - Close.

@ Zimbra Connector for Microsoft Qutlook X @ Zimbra Connector for Microsoft Outlook X
Welcome to the Zimbra Connector Setup Wizard @ End-User License Agreement @
. Please read the following license agreement carefully -
zimbra zimbra

The installer will guide you through the steps required to install Zimbra Connector on your IMPORTANT-READ CAREFULLY: THE TERMS OF THIS
computer. END USER LICENSE AGREEMENT ("EULA") WILL GOVERN
YOUR USE OF THE SOFTWARE. BY DOWNLOADING,
INSTALLING, OR USING THE SOFTWARE, YOU (THE
INDIVIDUAL OR LEGAL ENTITY) ARE (1) REPRESENTING
THAT YOU ARE OVER THE AGE OF 18 AND HAVE THE
CAPACITY AND AUTHORITY TO BIND YOURSELF OR THE
LEGAL ENTITY. AS APPLICABLE, TO THE TERMS OF THIS
EULA AND (2) AGREEING ON BEHALF OF YOURSELF

WARNING: This computer program is protected by copyright law and international treaties. (®) | accept the terms in the License Agreement . 2
Unauthorized duplication or distribution of this program, or any portion of it, may result in

severe civil or criminal penalties, and will be prosecuted to the maximum extent possible (D1 do not accept the terms in the License Agreement

under the law.

1

Cancel < Back ' | Next > Cancel




Step-3:

tool.

Once your installed the ZCO on your computer, go to control panel and find Mail

\Windows Search box - Type control panel - All Control panel Items - Mail.

T » Control Panel » All Control Panel Items

Adjust your computer's settings

Administrative Tools 3 AutoPlay
& Credential Manager 75 Date and Time

@ Ease of Access Center

& File Explorer Options
ﬁ Intel® PROSet/Wireless Tools € Internet Options

&% Network and Sharing Center 3 Phone and Modem

A Recovery ¥ Region

& Speech Recognition ¥ Storage Spaces

[ Troubleshooting 8, User Accounts

Jg«: Backup and Restore (Windows 7) f“ﬁ BitLocker Drive Encryption
[fg Default Programs

4 a4 Device Manager

@ File History ‘ A Fonts
- Keyboard

. @ Mail (Microsoft Qutlook 2016)
‘,!’ Power Options [yl Programs and Features

',‘ RemoteApp and Desktop Connectio... ‘?’ Security and Maintenance

@ Sync Center Q@ System

@ Windows Defender Firewall % Windows Mobility Center



Step-4:

Once your installed the ZCO on your computer, go to control panel and find
Mail tool.

\Windows Search box - Type control panel 2 All Control panel Items - Mail - Click
“Email Accounts” Button.

D Mail Setup - ZIMBRA X

Email Accounts

: _,'] Setup email accounts and directories, Email Accounts...

Data Files

&h Change settings for the files Outlook uses to

Data Files...
;2, store email messages and documents.

Profiles

;e Setup multiple profiles of email accounts and

Show Profiles...
data files, Typically, you only need one.




Step-5:
* From the Account Settings, Add new account as per following steps.

New - Choose “Manual Setup” = Click “Next".

;I! Account Settings I J Add Account

Auto Account Setup

Email Accounts Manual setup of an account or connect to other server types.

You can add or remove an account. You can select an account and change its settings.

6 (O) Email Account

Email v ds SharePoint Lists Internet Calendars Published Calendars Address Books
& New... F

Name

.| 18
@ Manual setup or additional server typ‘




Step-6:

Then choose Account Type as Others, To add your zimbra account using ZCO
option.

Choose your Account Type = Choose “Others” - Select “Zimbra Collaboration
Server”.

M Add Account

Choose Your Account Type

() Office 365

Automatic setup for Office 365 accounts

() POP or IMAF

Advanced gessataclOP or IMAP email accounts
() Excha :n nc

setup for services that use Exchange ActiveSync

ect to a server type that is listed below ’-

Zimbra Collaboration Server
Zimbra Persona

Cancel




Step-7:
 Then choose Account Type as Others, To add your zimbra account using
ZCO option.

Choose your Account Type = Choose “Others” - Select “Zimbra Collaboration
Server”.

_D Add Account

Choose Your Account Type

() Office 365

Automatic setup for Office 365 accounts

() POP or IMAF

Advanced gessataslOP or IMAP email accounts
Otxcragad 9 |

setup for services that use Exchange ActiveSync

PACE

Connect to a server type that is listed below

Zimbra Collaboration Server
Zimbra Persona

< Back Cancel




Step-8:
« Zimbra Server Configuration Setting tab: Enter the login details (URL, email ID,
LDAP password).

Server Name : “web.zmail.iitm.ac.in” 2> Email Address: user@iitm.ac.in or
“user@zmail.iitm.ac.in” 2> Password: “LDAP Password”. Others should be defaults, Like
screenshot below.

:1’ Zimbra Server Configuration Settings

Server Configuration Connection Settings Download Settings Data Files

Type the name of your Zimbra Collaborat@ For information contact your
system administrator.

Server Name: ’
web.zmailiitm.acin

Use Secure Connection

[ ] Connect using my Windows login credentials

Type the account details provided by your sy@nistrator.
Email Address: '
user@iitm.ac.in
Password: ‘



mailto:user@iitm.ac.in

Once, your apply the setting and click OK button, Below screenshoft referred Popup
will appliers.

,,i! Add Email Account

0 You must restart Outlook for these changes to take effect.

Note: Based on your mailbox size all the emails will fetch automatically.



After all configuration are completed successfully, we get popup for Two-step Authentication.
Then enter your code for verification.

Note:

The authentication code verification is required whenever Outlook is reopened to provide
additional security for the account.

To avoid entering the authentication code on every login, select the “Remember this device”
option. Once enabled, the device is treated as a trusted device and future logins will not require
repeated verification.

om Microsoft -

Zimbra Two-step Authentication

. [ ]Remember this device

Cancel

Loading Profile



To remove the trusted device from Zimbra, Please login to the same trusted device and
follow the same

Go to settings 2> Accounts 2> Expand Default account - Scroll down find the Two factor
authentication > Click “Do not trust this device” option.

To remove other device from trusted, please use the Do not trust all other device.

Two-factor authentication

Two-factor authentication adds significantly more security to your account by requiring not
only your user name and password when you sign in, but also a secure code from a second
source.

Preferred Method

Third-party authenticator app

‘ Remove this method

One-time codes 10 unused codes

Trusted devices 2 trusted devices \

Do not trust this device | Do not trust all other devices




